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1.0 Introduction 

Welcome to Let’s Learn Linux, The Lab! We’re going to start by setting up a Linux virtual machine on your own 

personal notebook. That will allow you to complete all the exercises in the lab, as well as to bring your Linux 

virtual machine home with you, so you can continue learning at your own pace. 

What is a virtual machine? It’s a PC within a PC, so to speak. Your PC is physical today. Your OS – usually 

Windows or Mac OS – communicates with a physical processer, physical RAM, and a physical hard drive. But 

what if those resources were virtualized? Would the OS really know – or care? The answer, as we will see, is no – 

it makes no difference. We’re going to learn to install software to create and manage virtual machines. This 

software provides a virtual processer, virtual RAM, and virtual hard drive to your “guest” operating system. The 

guest operating system is the one installed on the virtual hardware, whereas the “host” operating system is 

installed on the physical hardware, and is the one that loads by default when you boot up your PC.  

There are a number of different products you could use for desktop virtualization. We’ve already seen VMware 

used in the presentation portion of this lab. While VMware is an excellent product, the fully featured version of 

VMware is a commercial product, meaning it costs money. As a counterpoint to VMware, and so that we can see 

a second virtualization solution in action, we’re going to use VirtualBox for this lab. VirtualBox is currently 

owned by Oracle. It’s available for free, and is a powerful and fully featured virtualization solution. 

In order to run VirtualBox on your machine, you will need: 

 Reasonably powerful x86 hardware. Any recent Intel or AMD processor should do. 

 Enough memory for your host operating system, along with any guests you wish to run. In general, you’d 

want a minimum of 2GB of RAM. Remember that memory will be shared between the two operating 

systems, as they will both be running at the same time. The rule of thumb is that you can never have too 

much memory. 

 Hard disk space. While a typical installation of VirtualBox will only need about 30MB of disk space, the 

virtual machines will require significantly more. It would be best to have at least 10GB of free disk space 

for your Linux virtual machine, but you should be able to complete this lab even if you have less 

available. 

 A supported host operating system. As long as your notebook runs Windows, Max OS, or Linux you 

should be fine. That’s one of the nice things about VirtualBox, in that it runs on almost any hardware 

and almost any host operating system, and allows you to virtualize almost any guest operating system! 
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1.1 Download VirtualBox 

Let’s start by downloading and installing the VirtualBox software.  

 Open a browser on your notebook to https://www.virtualbox.org/wiki/Downloads 

Click the appropriate link to download the software package you need to install VirtualBox on your host 

operating system, depending on whether your notebook is running Windows, Mac OS, or Linux. Save the 

software somewhere on your hard drive where you’ll be able to find it later on.  

If you have any connectivity problems downloading the software, your instructor can give you a flash drive from 

which you can copy the software. 
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1.2 Install VirtualBox 

Launch the VirtualBox installer that you downloaded in the previous section. 

 

Click Next to continue. 

 

This screen allows you to decide what features of VirtualBox you’d like to install.  

Leave the default selection and click Next, to do a full install with all available features.  
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Leave the first and last entries checked, but it’s up to you if you’d like a shortcut on your desktop or in your 

Quick Launch Bar. Click Next to continue. 

 

VirtualBox includes a variety of networking options, which give you control over how the guest operating system 

running in the virtual machine communicates with the host operating system and with any networks available to 

the host. It even allows creating virtual networks between multiple guest operating systems. 

Click Next to proceed with the networking features installation.  
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VirtualBox has all the information it needs, and is ready to begin the actual installation work. 

Just click Install. 

 

Wait just a minute or two while VirtualBox installs on your notebook. 
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VirtualBox needs to install a device driver on your notebook in order to enable support for USB devices in your 

virtual machines. That will enable you to use USB devices in the guest operating system running on your virtual 

machines, or in the host operating on your notebook, and switch back and forth as needed. Just click Install. 

 

 

 

Congratulations! VirtualBox is now installed on your notebook. 

Click Finish to exit the installer, and to launch VirtualBox. 
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VirtualBox is now running, but we still have one more step to do before creating our first virtual machine. 

VirtualBox is distributed without certain optional features that not everyone will need. We’d like to install these 

optional features so they’re ready for us in case we need them. 

Go ahead and close VirtualBox. 
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1.3 Install the VirtualBox Extension Pack 

First, we need to download it. Let’s go back to the same page where we downloaded VirtualBox itself.  

 If you’ve already closed your browser, reopen it to https://www.virtualbox.org/wiki/Downloads 

Note that there is only one version of the Extension Pack for all supported host operating systems, so just click 

the link to download it, and save the software somewhere on your hard drive where you’ll be able to find it later 

on.  

If you have any connectivity problems downloading the software, your instructor can give you a flash drive from 

which you can copy the software. 
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Launch the VirtualBox Extension Pack installer that you downloaded in the previous step. 

 

VirtualBox is asking for confirmation. Just click Install. 

 

 

This screen lists all the details of our personal use license. You can either take the time to read all these details, 

or just pull the slider all the way down to make it seem like you read the license terms. The choice is yours! 
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When you finally get to the bottom, just click I Agree. 

 

 

You’ll eventually get this window indicating that the VirtualBox Extension Pack installation was successful. Click 

OK. 
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2.0 Create your first virtual machine 

Our virtual machine is going to run Linux, but there are many different flavors of Linux. For the purposes of our 

lab, we’re going to install Linux Mint. It’s a popular and reliable version of Linux, and is a great for users who are 

new to Linux because the interface is comfortable for those who are familiar with Windows and Mac OS. 

 

2.1 Download Linux Mint 

Open a browser to https://www.linuxmint.com 

 

  

Click the Download tab at the top. 
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The current version of Linux Mint is version 18.3, code named Sylvia. We’re going to download the 64-bit version 

running the Cinnamon desktop. Unlike Windows or Mac OS, you have a choice of desktop interfaces when running 

Linux. Cinnamon is the default and most commonly used interface for Linux Mint. 

Just click on the 64-bit link next to Cinnamon. 
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This page allows you to choose a mirrored site to download your Linux distribution from. You can choose any 

mirror that you’d like. Sometimes choosing one that’s geographically close to you can speed up the download 

process. 
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Create a new folder for your downloaded Linux distribution on your C: drive called Linux. Download the software 

to this folder. 

The software you are downloading is very large, so it may take some time. If you have any connectivity problems 

downloading the software, your instructor can give you a flash drive from which you can copy the software. 

Linux is distributed as a .ISO file. This file is an image of an optical disc, such as a CD or DVD. You could actually 

burn the contents of this file directly to a blank disc, but there’s no need. VirtualBox has the ability to load or 

mount the .ISO file as if it was a physical CD or DVD in an optical drive. 

Save the .ISO file to your C:\Linux folder. 
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2.2 Create a new virtual machine 

Launch VirtualBox. 

 

Click the New button to create a new virtual machine. 

 

Specify a name for your new virtual machine. A simple name of Linux Mint will do. VirtualBox should automatically 

populate the type and version for you because we used a descriptive name, but if it doesn’t, then specify a type 

of Linux and a version of Ubuntu (64-bit). Linux Mint is based on Ubuntu (which is itself based on another version 

of Linux called Debian), so choosing Ubuntu will provide the best compatibility. Click Next. 
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We need to specify the amount of your physical RAM to dedicate to this virtual machine while it is running. Linux 

Mint requires a minimum of 1GB (1,024MB) of RAM. As long as your notebook has at least 2GB of physical RAM, 

you should be fine - leaving plenty for your host operating system as well. Click Next. 

 

Your virtual machine needs a virtual hard drive as well, the contents of which will be stored in a new file or set of 

files in a folder on the physical hard drive. Choose to create a virtual hard disk now, and click Create. 
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VirtualBox can create three types of virtual disks, in order to provide compatibility with competing products such 

as VMware or Microsoft’s Hyper-V. Since we don’t need this compatibility, we’ll choose to create a .VDI VirtualBox 

Disk Image, and click Next. 

 

We can choose to create a virtual disk file on our physical disk that is big enough to hold the entire virtual disk, or 

to have the file on physical disk be as small as possible, and grow in size as we store more data on the virtual disk. 

While there are small performance benefits to specifying Fixed Size, we’ll go with using less disk space and choose 

Dynamically Allocated, and click Next. 
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We’ll specify a name for our new Hard Disk file of Linux Mint, set the size to 20GB, and click Create. 

 

We’ve returned to the main VirtualBox window, where we can see a summary of what we just created. Let’s start 

up our virtual machine by clicking the Start button. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 19 

 

 

VirtualBox is unable to start our virtual machine, because we never installed an operating system on it. How would 

we do that on a physical PC? We’d insert the CD or DVD, right? Well, the .ISO file we downloaded earlier is a 

virtualized version of a bootable DVD. Let’s load or mount it by clicking the button on the right. 

 

Navigate to C:\Linux where we downloaded the .ISO file, select it, and click Open. 
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Now click Start to begin booting your new virtual machine from the .ISO file. 

You’ll begin to see a few screens quickly flash by. It’s important that you don’t touch the keyboard or mouse 

during this process, until you reach the Linux Mint desktop. It shouldn’t take more than a few moments. 

 

There may be some notifications about “Auto capture keyboard” and “mouse pointed integration” at the top of 

the window. Just dismiss them by clicking the x’s on the right side of the notification. 

You’ll eventually reach the Linux Mint Desktop, running directly from the .ISO image. Nothing has actually been 

installed in your virtual machine yet. 
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Close the warning about running in software rendering mode by clicking the upper right corner of the box. 

Note that while we’re now running Linux in our virtual machine, nothing has actually been installed to the virtual 

hard drive of our virtual machine yet. All we’ve done is boot the virtual machine to the mounted DVD (in the .ISO 

file), just as we could boot any PC to any bootable media. 

2.3 Install Linux Mint in the Virtual Machine 

 

Double click on the Install Linux Mint icon to begin installing Linux Mint to your virtual machine. 
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Choose the appropriate language, and click Continue. 

 

Check the box to Install third-party software for graphics and Wi-Fi hardware, Flash, MP3, and other media. Then 

click Continue. 
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Let’s discuss this screen, as it may at first seem a little scary. We’re going to take the default option to Erase disk 

and install Linux Mint. What’s that – erase my disk, you say? That would normally be a very bad thing, right? Yes, 

erasing the disk on your whole notebook would be a very bad thing indeed. But this is referring to the virtual hard 

drive you created earlier, and not your physical hard drive. Whew. Just click Install Now. 

  

We are presented with a summary of changes about to be made to our virtual disk. Just click Continue. 
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Select the appropriate region, and click Continue. 

 

Choose your desired keyboard layout, and click Continue. 
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On this screen, specify your name, your computer’s name (which can be anything you’d like), your Linux user name 

(which doesn’t have to match your host OS user name), and a password. Make note of this password somewhere 

safe, as you’ll need it again in the future. Then click Continue. 

 

Wait while Linux Mint installs, and enjoy the slideshow. 
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Just enjoy the slideshow while Linux Mint 

completes the installation! 
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Installation has finished! Click Restart Now. 

 

 

Linux Mint has detected that your virtual DVD is still mounted. We need to eject, or dismount it. 
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Click on Devices, and select Optical Drives. You’ll see that the ISO file for Linux Mint is still mounted, so click on 

Remove disk from virtual drive. If the option to Remove disk from virtual drive is grayed out and unavailable, then 

VirtualBox did this for you automatically. Either way, now press Enter to continue booting. 

 

We’re now at the login screen. You can dismiss the two warnings at the top by clicking the rightmost button next 

to each. Then log in using the password you set up earlier.  
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We’re now presented with a Linux Mint desktop, fully installed in our virtual machine! But there’s still a little work 

to do. You’ll see a warning that we’re running in software rendering mode. This means we’re not taking full 

advantage of the power of your physical video card. There are two things we need to do to fix that – install the 

VirtualBox Guest Additions, and enable 3D Acceleration. Close the warning by clicking the upper right hand corner. 

 

 

 Let’s close the welcome screen by clearing the “show this dialog at startup” box and closing the window. 
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2.4 Update the VirtualBox Guest Additions 

The Virtual Box Guest Additions is software that is installed within your guest operating system running inside the 

virtual machine, and provides a number of benefits: 

• Mouse pointer integration 

• Shared folders 

• Better video support 

• Seamless windows 

• Generic host/guest communication channels 

• Time synchronization 

• Shared clipboard 

• Automated logons (credentials passing) 

 

For more details on Virtual Box Guest Additions, see https://www.virtualbox.org/manual/ch04.html 

The Virtual Box Guest Additions are distributed automatically with Virtual Box, and are already on your host PC. 

In Windows, they are located in C:\Program Files\Oracle\VirtualBox\VBoxGuestAdditions.iso. 

VirtualBox is such a popular solution, that Linux Mint comes preinstalled with a version of the VirtualBox Guest 

Additions. However, it’s an old version. We need to install the latest version, but first we need to uninstall the 

preinstalled version. That will be done using the apt-get command from a terminal window. 

 

 

Let’s open a terminal window by clicking the appropriate icon. 
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Type the following command in the terminal window:  sudo  apt-get  remove  virtualbox-guest-utils 

You’ll then be prompted to enter your password for confirmation. 

Let’s take a closer look at the command we just entered: 

sudo This tells Linux that the command we specify next will be run with super user 

privileges. That’s why you are prompted for your password. 

apt-get    A Linux program that is used to install and uninstall software 

remove    An instruction to apt-get, letting it know we want to uninstall software 

virtualbox-guest-utils  The name of the package we want to uninstall. 
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Type Y to continue removing the old version of the VirtualBox Guest Additions. 

 

 

The uninstall is complete. Close the terminal window. 
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It’s a good idea to reboot your virtual machine after uninstalling, especially since we’re about to reinstall the same 

package – just a newer version of it. Keep in mind we’re only rebooting the guest virtual machine. Your actual 

notebook does not need to be rebooted! That’s one of the cool parts of virtualization. 

Click the Menu button on the bottom left. 

 

Then click the power button. There’s no text description, but if you hover over the icon, one will appear in the 

bottom right corner of the menu. 
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You’ll be presented with a number of power related options. Click Restart. 

 

 

Log on with the password you chose earlier. 
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We need to mount the VirtualBox Guest Additions .ISO file in our Linux Mint virtual machine, just as if we had 

inserted a physical CD or DVD. Click on Devices, Optical Drives, and Choose Disk Image. Navigate to  

C:\Program Files\Oracle\VirtualBox\VBoxGuestAdditions.iso 

 

 

You should receive a prompt to automatically run the software. Simply select Run. 
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Enter your password to confirm that you really do wish to install this software, and click Authenticate. 

 

 

You may now receive a warning that there are existing VirtualBox Guest Additions. Type yes and press ENTER to 

proceed. 
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2.5 Enable 3D Acceleration in your Virtual Machine 

Now that we’ve updated the VirtualBox Guest Additions, we need to enable 3D Acceleration for better 

performance, and to avoid that pesky error every time we log into Linux Mint. This will allow your virtual machine 

to take advantage of your notebook’s hardware video card, along with it’s processing capability. 

 

Let’s start by powering down our Linux virtual machine Click the Menu button. 

 

Click the Power Button. 
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Choose shutdown, since we’d like to change a setting on our virtualized hardware before rebooting. 

 

 

Make sure our new virtual machine (Linux Mint) is highlighted, and click the Settings button. 
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Select the Display Tab, check Enable 3D Acceleration, and then click OK. 

 

 

Make sure our new virtual machine (Linux Mint) is highlighted, and click the Start button. 
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Enter your password to log onto Linux Mint. 

 

Voila! We no longer receive the warning about software video rendering problem! 

If you still see an optical drive icon on your desktop indicating that VBOXADDITIONS are still loaded, dismount it 

by clicking on Devices, Optical Drives. and Remove disk from virtual drive as you did earlier. If prompted to do so, 

click on Force Dismount. 

Congratulations! You now have a Linux Mint virtual machine on your notebook, all ready to go! 
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2.6 Enable Clipboard Integration 

One feature provided by the VirtualBox Guest Additions is the option of a shared clipboard. This means that 

anything you copy or paste in the host OS will be available in your Linux virtual machine, and vice-versa. Let’s 

enable that feature, since it may save you time during this lab to be able to copy and paste from the lab 

documentation directly into a Linux terminal window. 

 

Click on Devices on the top menu bar. Then select Shared Clipboard, and choose Bidirectional. You can also choose 

to enable clipboard integration in just one direction, if you wish, but for the purposes of this lab, we’ll choose to 

share the clipboard in both directions. 
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3.0 Understanding Snapshots 

One of the many benefits of virtualization is snapshots. A snapshot preserves the current state of a virtual 

machine, and allows returning to that saved state at any time. If a virtual machine is active when the snapshot is 

taken, it even saves the state of programs which are running at that time. VirtualBox allows you to create an 

unlimited number of snapshots, and switch between them at will. 

At this time, please read the VirtualBox help section on snapshots. 

 

In the VirtualBox Manager window, click on Help, and then on Contents. 

 

Then click on section 1.10 for help on Snapshots. Read the help text to help fully understand the capability that 

snapshots provide. 
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3.1 Take a Snapshot 

Let’s take a snapshot of our freshly installed Linux virtual machine. This way we can play and experiment without 

fear, because even if we were to completely destroy the Linux installation so that it couldn’t even boot any more, 

we could recover back to our current state in a matter of seconds! 

 

Click on Machine, and then on Take Snapshot. 

 

Specify a name and description for your Snapshot, and then click OK. 
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You’ll see that the title bar now indicates that we’re running the “Fresh Install” snapshot. 

 

 

If we return to the VirtualBox Manager window and click on Snapshots, we can see that the current state of our 

VM is based on the Fresh Install snapshot. 
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3.2 Restoring Snapshots 

Let’s make some changes to our Linux virtual machine, and then roll them back, just for practice, and to prove we 

can rely on snapshots as a safety net. 

 

Let’s first create a new folder on the desktop. Right click on any blank area of the desktop, and select Create New 

Folder.  

 

Name the folder “Test Data”. 
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Launch a terminal window. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 47 

 

 

Follow along with the above steps on your own. Uh oh, what did we do? The ls command no longer works!!! Let’s 

take a closer look: 

 We start with an ls command of our default home directory, just to show that it works. 

 We then use a which command on ls to find out the actual location of the ls command. We see that it’s 

located in /bin. 

 We change directories to /bin using the cd command. 

 We then try to delete the ls command using the rm command, but we don’t have permission. 

 We try again, but use sudo to gain superuser access. You’ll be prompted to enter your password. 

 Now we try the ls command again, but it fails – because we’ve intentionally deleted the command! 

How can we recover from this? As you might have guessed, we’re going to use our snapshot. 
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We can restore our snapshot from the current virtual machine window, or from the VirtualBox Manager. Let’s 

restore our snapshot right from our current virtual machine window. 

 

Shut down the virtual machine by closing the window. 

 

Make sure the option to Power off the machine is selected, check the box to Restore current snapshot “Fresh 

Install”, and click OK. 

 

Restart the virtual machine by clicking on Start in the VirtualBox Manager. 
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You should see a window like this flash briefly while the snapshot is restored. 

 

You’ll notice that our Test Data folder is gone! 

 

And the ls command once again works! Go ahead and try it yourself. You can restore to the same snapshot as 

many times as needed. 
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4.0 Validating your Linux Distribution Download 

Whenever we download software from the Internet, it’s critical that we do everything possible to protect 

ourselves from possible malware. This is especially true when downloading a whole operating system, as we’ve 

done in previous steps. 

You might ask the question of whether we should have validated our Linux download before we installed it. And 

the answer would be a resounding YES! However, for the purposes of this lab, we’re trying to learn Linux. We 

could have downloaded and installed the tools needed to validate our Linux ISO using your Windows or Mac OS 

host PC. But then we would have missed the opportunity to have learned how to perform these steps within Linux! 

Before we go any further in using our new Linux virtual machine, let’s use it to validate the ISO from which it was 

installed. Going forward, should you choose to download any Linux distributions or other software in the future, 

you’ll be able to use your new Linux Mint virtual machine to validate it prior to installation. 

The steps involved in validating an ISO are a little complicated, so let’s review the general process before we get 

into specifics: 

a) Download the Linux ISO file, whether from the Linux distribution’s web site, or a mirror site. We’ve already 

completed this step. 

b) Download a checksum and the checksum’s digital signature from the Linux distribution’s web site. 

c) Generate the checksum of the Linux ISO file we downloaded, and verify it matches the checksum we 

downloaded. This ensures that the ISO file hasn’t been tampered with. As a second benefit, it can also 

confirm that the large ISO was wasn’t inadvertently corrupted while downloading. 

d) Obtain the public PGP key belonging to the Linux distribution. 

e) Use the public PGP key to verify that the checksum’s digital signature was created by the same person 

who made the key, which in this case would be the maintainer’s of that Linux distribution. This ensures 

that the checksum itself hasn’t been tampered with. 

If you recall, we downloaded our ISO file to C:\Linux on our host PC. We could copy this into our Linux virtual 

machine, but then we’d have two copies of this large ISO file taking up disk space on our PC. A more efficient 

option is to share the C:\Linux folder with our Linux Mint virtual machine. For this reason, we’ll download the files 

we need to validate our ISO using the host PC, and store them in C:\Linux. 
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4.1 Download the checksum and the checksum’s digital signature 

Open a browser on your Windows or Mac OS host PC to https://linuxmint.com/verify.php. 

 

Click on the version of Linux Mint we downloaded and installed earlier, 18.2. 

 

Right click on each of the two files listed, and save them to C:\Linux. We’ll be downloading: 

 sha256sum.txt  The ISO’s checksum 

 sha256sum.txt.gpg The checksum’s digital signature 
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4.2 Share C:\Linux on your host PC with your Linux Mint virtual machine 

 

Click on Machine in the menu at the top of your virtual machine. 

 

Click on Settings. 
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Click on Shared Folders. 

 

 

Click the + Sign to add a new Shared Folder. 
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Specify: 

 Folder Path of C:\Linux. This is the folder on your host PC that you wish to share with your VM. 

 Folder Name of LinuxSource. This is the share name within Linux. 

 Check the box for Read-Only. This prevents your VM from modifying the files in C:\Linux. 

 Check the box for Auto-Mount. This saves us the trouble of manually mounting the share within Linux. 

 Check the box for Make Permanent. This causes the share to persist across reboots. 

Then click OK. 

 

 

We now see a summary of what we just added. Click OK. 
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We now have to grant ourselves access to the shared folder within Linux. By default, VirtualBox grants access to 

shared folders to a group called vboxsf. We need to add our own profile to that user group. 

 

Click on Menu. 

 

 

Type users in the search box at the top, and then click on Users and Groups. 
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Enter your password to confirm that you wish to make this change, and click OK. 

 

 

Click on your user name, which should at this point be the only user listed. 
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Click on the list of groups on the bottom right. 

 

 

This displays a list of groups your user can be a member of. Scroll down all the way to the bottom. 
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Place a check in the box next to vboxsf, and click OK. Vboxsf is a special user group used for Virtual Box Shared 

Folders. 

 

Close the Users and Groups window by clicking in the upper right hand corner. 
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The last step to setting up the share is to reboot. Click on Menu. 

 

 

Click the power button on the lower left hand corner of the fly out menu. 
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Click on Restart. 

 

 

Log into Linux Mint by typing the password you set up earlier. 
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If all went well, you should now see an icon on your desktop for something called sf_LinuxSource. By default, 

VirtualBox precedes all share names with the letters “sf_”.  

 

Double click that icon, and you can see the contents of your C:\Linux folder from your host PC, here within your 

guest Linux VM! Would we be able to modify the contents of this folder from here? Why or why not? If you’re 

not sure, go back and take another look at the screenshots of checkboxes we chose to check, back in the 

beginning of this section. 
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4.3 Find the location of the shared folder mount and open Terminal to that folder 

 

We’re going to be using the command line to validate our ISO. Go ahead and start up Terminal, and maximize 

the terminal window so we’ve got space to work. 

If you recall, Linux doesn’t utilize different drive letters like Windows does. Instead, the entire file system within 

Linux is mounted within a tree. Do you recall how to view everything that’s mounted within the file system? Yes, 

it’s done using mount. 

Let’s do a little light reading on mount, so we can learn how to help ourselves in the future. Execute the 

command: 

mount --help  (that’s with two dashes before the word help) 

This displays some brief help text on mount. 

 

If you’d like more help on mount, try using the command: 

man mount 

This displays much more detailed help information on mount. Take a quick look through it. To navigate this text, 

you can use the page up and page down keys. Just type the letter h to view lots of other keyboard shortcuts, and 

to exit, type the letter q. 

 

Now let’s run mount by simply typing mount on the command line in Terminal, and pressing enter. What 

happens? Lots and lots of text goes streaming by, doesn’t it? Remember, that we’re looking for something 

containing the text LinuxSrc, which is what we specified as the mount name in VirtualBox settings. How can we 

limit the text returned by mount to just what we’re looking for? Remember the grep filter?  
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Go ahead and do a grep --help and a man grep. Read through the text a little. 

How do we combine mount with grep? Remember the concept of pipelining? We can use a vertical bar symbol 

to redirect the output of one program to the input of another. 

Examine the command below, and see if you can understand what it does. Then try executing it in Terminal. 

mount |grep LinuxSource 

 

We can see that VirtualBox precedes all mounted folder names with the letters sf followed by an underscore, 

and that they are all mounted within the folder /media. Let’s check it out! See if you can change your present 

working directory to /media/sf_LinuxSource, and then list the contents of the folder in long format. Turn the 

page when you’ve completed the task, or if you need help. 
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As you can see, the commands you were looking for were: 

 cd /media/sf_LinuxSrc  Changes the present working directory to /media/sf_LinuxSrc 

 ls –l    Lists the contents of the present working directory in long format 

The result is the contents of our C:\Linux folder from our host PC! 

4.4 Verify the integrity of the ISO image file. 

The next step is to generate the SHA256 checksum of the ISO file we downloaded, and compare it to the one 

found in the sha256sum.txt file. We’ll do this using the program sha256sum. Take a moment to read through 

the online help for sha256sum using the same techniques we’ve used in the past. 

The command we want is: sha256sum -b *.iso 

This calculates the sha256 checksum in binary mode for all files found ending in .iso, which saves us the trouble 

of typing the full name of the .iso file. 

It should match the contents of the sha256sum.txt file which was downloaded earlier. How can we view the 

contents of this file from the command line? One way is to use cat. Let’s see what this looks like. 

 

As you can see, the calculated sha256 checksum exactly matches the provided sha256 checksum for Linux Mint 

18.2 Cinnamon 64-bit, which is what we downloaded. This proves that the ISO file we downloaded was not  
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altered, because the checksum of the ISO is as it should be. The only question left, is can we trust the checksum 

we downloaded? That’s where the next step comes in. 

 

4.5 Verify the authenticity of the sha256sum.txt file. 

To verify the authenticity of the sha256sum.txt file, we must check the signature on the sha256sum.txt.gpg file. 

First we import the Linux Mint signing key: 

gpg --keyserver keyserver.ubuntu.com --recv-key "27DE B156 44C6 B3CF 3BD7  D291 300F 846B A25B AE09" 

Then we verify the authenticity of the sha256sum.txt file: 

gpg --verify sha256sum.txt.gpg sha256sum.txt 

The output of this command should tell us that the file signature is good and that it was signed with the 

appropriate key, ending in A25BAE09. 

 

This works because of PKI cryptography. Two keys are created – one public and one private. These are 

mathematically related in that data encrypted with one can only be decrypted by the other. By keeping the 

private key a secret known only to the owner, and by releasing the public key to the public, you are able to 

prove that information originated with you by digitally signing it – or encrypting it with your private key. If the 

data can be decrypted using your public key, then it must have been encrypted using your private key. Since 

only you have your private key, the data must have originated with you. 

In this case, we verified that the contents of encrypted file sha256sum.txt.gpg, once decrypted using Linux 

Mint’s public key, matches that of sha256sum.txt. This means that these files came from Linux Mint and have 

likely not been modified. Since the checksum in sha256sum.txt matches that calculated from the ISO file, we can 

conclude that this is a valid Linux distribution, and is safe. 
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5.0 Installing Software 

An operating system isn’t much good without any software to run. We’ve already installed one piece of 

software, the VirtualBox Guest Additions. Plus, Linux Mint comes with a good amount of useful software 

preinstalled, including LibreOffice. Now we’d like to learn how to install other applications. In this section, we’ll 

look at several ways of downloading and installing software, including using the command line as well as a 

graphical tool. 

 

5.1 Installing Apache using Command Line tools 

Since Linux Mint is based on Ubuntu Linux, which is itself based on Debian Linux, it contains a tool called apt, the 

Advanced Packaging Tool. Other versions of Linux might include a different package manager such as yum, but 

we’ll focus on apt for now. apt consists of several small utilities, the two most commonly used of which are apt-

cache and apt-get. Take a few moments to check the --help and manual for both of these utilities. 

Let’s start by refreshing the cache of available applications by executing the command: 

sudo  apt-get  update 

You’ll be prompted to enter your password, since you specified sudo, meaning you’d like to run this command 

with superuser authority. 
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Now we need to find the package name for Linux. This is done using: 

apt-cache  search  apache  --names-only  (2 dashes before names, 1 dash between named and only) 

This returns all the available packages which contain the text “apache” in the name or short package description. 

 

The command returns several screens of data, but a quick look through the list shows that the very first item 

listed, with a package name of apache2, is what we’re looking for. 

Now let’s download and install apache, using the command: 

sudo  apt-get  install  apache2 

 

Enter Y and press ENTER to continue with the installation. 
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Several screens of messages should flash by quickly. At the end, you should see something that looks like this: 

 

Apache is now installed! Let’s try testing it. Linux Mint comes with Firefox preinstalled. Open the Firefox browser 

to http://localhost 

 

You should see a page with a red bar saying ”It works!”. This means Apache is now operational. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 69 

 

Let’s explore our new Apache installation. 

The default Apache configuration file is in /etc/apache2, and is called apache2.conf. 

Let’s use terminal to launch a text editor called nano, to view our apache configuration: 

cd /etc/apache2 

nano apache2.conf 

  

 

Nano launches, allowing you to view your Apache configuration file. Note the message toward the bottom of the 

window, indicating that the file is opened for read only, since you don’t have permission to write to the file. We 

already know that we could fix this by using sudo to execute nano, but for now, we’re only interested in reading 

the file anyway. Use page-up and page-down to scroll through the file, and when you’re done, use Ctrl-X to exit. 
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The log files for Apache are in /var/log/apache2. Let’s take a look. 

 

The file access.log will show an entry every time someone hits our Apache server. Let’s say we wanted to 

monitor that, in order to troubleshoot a problem. A good choice for this purpose is tail. Tail, by default, returns 

the last 10 lines of a file. But if we combine tail with the –f option, it follows the file as it grows, and continues to 

show new data as it’s appended to the file. Let’s give it a try. Open Firefox alongside your terminal window, and 

resize the two windows so you can see both on your screen at the same time. On the terminal window, execute 

the command: 

tail –f access.log 

 

Then open the browser to http://localhost 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 71 

 

Your Linux Mint desktop should look something like this: 

 

Try refreshing the page in Firefox. Do you see a new line, with a new timestamp, appear in your log file? 

Try changing the URL in Firefox to something that doesn’t exist. For example, try navigating to: 

http://localhost/missingpage 

As expected, Firefox can’t find the page. But take a look at the bottom of your log file window. 

 

You can see the bad request logged in your access.log file. 

Use control-c to exit the tail command in your terminal window. 
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5.2 Install PHP to work with Apache 

PHP has become so popular when used with Apache that we ought to install it as well. We’ve already refreshed 

the package cache, so let’s just find the package name: 

apt-cache  search  php --names-only   (2 dashes before names, 1 dash between named and only) 

This returns all the available packages which contain the text “php” in the name or short package description. 

There are so many PHP packages that it can be difficult to know what packages to install. A few minutes of 

searching on the web, however, tells us that we need to install two packages – php7 and libapache2-mod-php7. 

Execute the following command: 

sudo  apt-get  install  php7.0  libapache2-mod-php7.0 

 

Reply to the confirmation prompt with a Y and hit ENTER. 

 

And PHP is now installed. 
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Since PHP integrates with Apache, we need to restart Apache before using it. Enter this command: 

sudo  /etc/init.d/apache2  restart 

You will be prompted to enter your password since you’re using sudo to gain superuser rights. 

 

Everything looks good, so let’s test PHP. First run the command php –v 

 

This means that PHP has been installed properly. Let’s create a simple PHP file to test our PHP integration with 

Apache.  

Run the following command to open a text editor, creating new file testphp.php in folder /var/www/html: 

sudo  xed  /var/www/html/testphp.php 

 

This launches xed, a notepad like text editor which comes preinstalled with Linux Mint. We used a different text 

editor, nano, in the previous step. This editor, xed, is a little more user friendly, but isn’t designed to be 

launched from a command line in terminal the way nano is. Xed is designed to be launched from your menu. For 

that reason, you’ll see warning messages in your terminal window when you exit xed, but they can be safely 

ignored. 

Paste the following text into the text editor.  

<?php phpinfo(); ?> 
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Then click file-save, and close the xed text editor. 

 

 

Ignore the messages from xed that are returned in the terminal window.  
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If you’d like to confirm that your testphp.php file was saved properly, how could you do it? Yes, you could use 

cat. 

cat  /var/www/html/testphp.php 

 

 

Time to test our first PHP program. Open Firefox in your Linux Mint VM and navigate to: 

http://localhost/testphp.php 

 

If you see a page like this, then you’re all set to begin developing in PHP on your virtual machine! 
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5.3 Installing Windows Software on Linux using Wine 

Linux has become such a popular operating system that many software products designed for Windows and Mac 

OS are also available natively for Linux. But occasionally, there may be a software product designed for another 

OS, such as Windows, that you just can’t live without on Linux. That’s where Wine comes in. Wine is a 

compatibility layer that allows Windows software to run natively on Linux! Wine is not an emulator however. In 

fact, VirtualBox is an example of an emulator, in that it’s emulating raw hardware under another OS. The 

creators of Wine felt so strongly about that distinction, that they named their product using the recursive 

acronym “Wine Is Not an Emulator”.  

We’ve already seen how to install software using the command line, so let’s try our hand at a graphical interface 

this time. 

 

Click Menu, and then click on the icon for the software manager. Note that the descriptions for these nameless 

icons appears in the bottom right corner of the fly-out menu. 

 

Enter your password to continue. 
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Before installing software, it’s always a good idea to make sure our cache of available software is up to date. We 

already saw how to do this using the command line, so let’s take a look at how this works with a GUI. 

 

Click Edit, and then choose Software sources. 

 

Check the button on the right. If it’s grayed out and indicates “No action required”, then your application cache 

is up to date. Otherwise, you’d click that button, and let the Software Manager update its cache. 
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Position your cursor in the Software Manager’s search box, type “wine”, and press enter. 

 

Double click on the top entry, for Wine. 
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Click the Install button on the right. 

 

Scroll all the way down on this window. 
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Click Confirm. 

 

Wine now shows “1 ongoing actions”. Click that bar for details. 
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You’ll see a variety of status messages, and the progress bar will continue till completion. 

 

When the installation is done, Wine will show a status of “Installed”. Now it’s time to install some Windows 

software, using Wine. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 82 

 

5.4 Installing Notepad++ using Wine 

 

Launch Firefox and navigate to https://notepad-plus-plus.org/ 

 

Click on Download. 
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Scroll down a bit if necessary, and click the big green DOWNLOAD button. 

 

Choose Save File, and click OK. 
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Wait for the download to complete, and close Firefox. 

 

Click the icon to launch Nemo, your file manager. 
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Click on Downloads. 

 

Right click on your downloaded Notepad++ file, select Open With, and then click on Wine Windows Program 

Loader. 
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You may see a series of messages such as this one, indicating that Wine needs to download and install additional 

packages. For each one, click the Install button to continue. After each, you’ll see a progress bar for the 

download. 

 

Wine has downloaded everything it needs, and is updating its configuration. Just wait a moment. 
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You may change the default interface language if desired. Then click OK. 

 

Click Next to proceed with the Notepad++ installation. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 88 

 

 

Click “I Agree” to accept the licensing terms. 

 

Click Next to accept the default destination folder. 
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If you’re happy with just using English for your text, then click Next. If you’d like to enable additional language 

support, then click the “+” next to Localization. In this case, you’ll see a list of languages. 

 

Choose the languages you’d like to use, and then click Next. 
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Check the box to create a shortcut on your desktop, and click Install. 

 

Click Finish. 
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And Notepad++ launches, running on Linux! Close the window. 

 

You also now have a shortcut on your desktop to launch Notepad++. Give it a try to prove that it works! 
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5.5 Take a Snapshot (Just in case!) 

We’ve made a lot of changes to our fresh install of Linux Mint since our last snapshot. We’ve installed Apache, 

PHP, Wine, and Notepad++. This would probably be a good time to take another snapshot. This way, if 

something goes wrong later on, we can easily revert back to this point. 

 

Click on Machine and select Take Snapshot. 

 

Enter a Snapshot Name and Description, and click OK. 
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If we take a look at the VirtualBox Manager, and select the Snapshots tab, we can see that we now have two 

snapshots. The new snapshot we just took is based on our Fresh Install snapshot, which makes sense. And our 

current state is in turn based on the snapshot we just took – much like a timeline. 
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5.6 Understanding how Wine works 

Let’s do a little investigating so we understand a bit more about how Wine works, and where it stores everything 

in the Linux file system. 

 

Right click the Notepad++ icon on your desktop, and select Properties. 

 

We can see that the shortcut actually points to: 

env WINEPREFIX="/home/steve/.wine" wine C:\\windows\\command\\start.exe /Unix 

/home/steve/.wine/dosdevices/c:/users/Public/Desktop/Notepad++.lnk 
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Even without understanding the full syntax of this command, we can see that we’re not just directly invoking 

Notepad++, but rather we’re directing Wine to load it for us. We see reference to /home/steve/.wine. Let’s 

investigate further. 

Open a terminal window by clicking on the appropriate icon. 

Change directories to /home/your_user_name/.wine and list the contents in long format, including hidden files 

and folders. 

 

Navigate into drive_c and let’s see what we can find. 

 

Starting to feel like familiar territory?  
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What’s in Program Files? Navigate into it, and take a look. 

 

How did we navigate into Program Files, since it includes an embedded space? We used quotes around the 

name. Did you expect to find a folder here for Notepad++? Maybe, but Notepad++ is a 32-bit program, so it 

actually would be installed in Program Files (x86) under modern versions of Windows. Let’s back up, and look in 

that folder. 
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Did you remember how to back up one level in the directory structure? Since .. (2 dots) represents the parent 

directory, the command cd .. would back you up one level, allowing you to move back down into Program Files 

(x86). And there’s our Notepad++ installation folder! 
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Let’s back up one level again, and look into our users folder, and then in the folder named the same as your 

Linux Mint user name. 

 

You should see some folder names that are very familiar to Windows users. Drill down into the Desktop folder. 
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There’s the shortcut that the Notepad++ installer created for us natively. Wine was smart enough to convert it 

for us to invoke Wine before placing a copy of it on our Linux desktop. 
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6.0 Permissions 

Linux is designed to be a multi-user operating system, meaning many people can use it, even at the same time. 

For this reason it’s necessary to be able to control permissions, which determine what actions a user is allowed 

to perform on each file or directory. 

In this section we’re going to cover the following commands: 

ls List directory contents. This is how we view permissions. 

su & sudo Temporarily become the superuser 

groups View the groups a user belongs to 

chmod Modify file permissions 

chown Change a file’s ownership 

chgrp Change a file’s group ownership 
 

On a Linux system, every file and directory is assigned access rights or permissions for the owner of the file, the 

members of a group of related users, and public – meaning everybody else. Rights can be assigned to read a file, 

to write to a file, and to execute or run a file as a program. 

To view the permission settings for a file, we use the ls command. Let’s take a look at the cat program, which is 

located in the /bin directory. If you recall, the -l option on the ls command requests long format, which includes 

details such as permissions. 

 

 

 

 

 

 

 

In this example, we’re looking at a regular file that is owned by user root, and by group root. 

  

File Permissions 

File type: 

- = regular file 

d = directory 

l = Symbolic link 

File Owner Group Owner 
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The nine characters that make up the permission block can be broken down as follows: 

 

 

In this example, the owner of the file, root, has read, write, and execute permissions, which is why you see rwx. 

Members of the group root have read and execute permissions, but not write, which is why you see r-x. 

All other users also have r-x permission, meaning they can read and execute, but not write. 

 

All users belong to at least one group, called their primary group. However, users often are members of many 

groups. Groups are used to make it easy to organize users, and control permissions by group. Let’s use the 

groups command to view the groups we belong to. 

 

We can see that we are, by default, a member of several groups. Does the group vboxsf look familiar? We added 

ourself to this group using a GUI earlier in this lab, so that we would have access to VirtualBox shared folders. 

Let’s take a look at why that worked. Do you remember where Linux mounted our LinuxSource shared folder? If 

not, we can execute the command: 

mount |grep LinuxSource 

Just as a refresher, the mount command lists all mount points within the file system. By pipelining the output 

through grep we can return only the lines that contain the text LinuxSource, which is the name of our shared 

folder. Then we’ll get a directory listing in long format of that folder, followed by a directory listing in long 

format of the contents of that folder. Go ahead and try to do that on your own before turning the page. 
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What user and what group owns the directory sf_LinuxSource? You can see from the output of the two ls 

commands that user root owns this directory, along with all the contents. We can also see that group vboxsf 

owns the directory and its contents.  

What permissions does group vboxsf have to this directory and its contents? It has rwx permission, meaning it 

has full access. What permissions does the public have? Public has no permissions, represented by three dashes. 

That’s why it was necessary to make yourself a member of the vboxsf group, so that you would have full access 

to this directory and its contents. 

Another, and simpler, way to view the permissions for a folder – rather than using grep as above – is to use ls 

with the –ld option. ls –ld shows permissions for a folder, rather than for the folder’s contents. Go ahead and 

give it a try! 

 

6.1 Changing Permissions 

Permissions are also known as modes, which is why the command to change permissions is called chmod, 

named for “change mode”.  There are two ways to execute this command, symbolic mode and octal mode. 

The symbolic format for the chmod command is: 

chmod                    user_category                    operator                    permission                   file_name 

 

  u = User 

g = Group 

o = Other 

a = All (Users + 

Groups + Other) 

+ = Add Permission 

- = Remove Permission 

= = Explicitly set Permission 

r = Read 

w = write 

x = execute 
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Another way in which the chmod command can be used is in octal mode. Here we think of the permission 

settings as a series of bits, with each bit having a value of 0 or 1, representing off or on. For example: 

Permissions   Binary   Octal   Description 
rwx 111 7 Full permission – read, write, & execute 
rw- 110 6 Read and write 
r-x 101 5 Read and execute 
r-- 100 4 Read only 
-wx 011 3 Write and execute 
-w- 010 2 Write only 
--x 001 1 Execute only 
--- 000 0 No permissions 

 
Expanding on this for owner, group, and public, we have: 
 
rwx rwx rwx  =  111 111 111 = 777 
rw- rw- rw-  =  110 110 110 = 666 
rwx --- --- =  111 000 000 = 700 
 

Using this format, we can use the octal format of chgmod as follows: 

chmod                    permission                   file_name 

 

 

 

 

The following table lists the most commonly used octal permissions for files: 

 

  

Permissions Octal Description 
rwxrwxrwx 777 Everyone has full access to the file without restrictions. Generally not a 

good idea! 
rwx------ 700 The file can only be read, edited, & executed by the owner. No other users 

have access. 
rwxr-xr-x 755 Everyone can execute the file, but only the owner can edit it. Commonly 

used for programs. 
rw-rw-r-- 664 Allows a group of people to modify the file, and lets others read it. 
rw-rw-rw- 666 All users may read and write the file. 
rw-rw---- 660 Allows a group of people to modify the file, but does not let others read it. 
rw-r--r-- 644 Everyone can read the file, but only the owner can edit it. 
rw------- 600 The file owner may read and write, but all others are excluded. Commonly 

for private documents. 

Enter Permission in Octal. 

Examples: 700, 660, etc… 
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Permissions apply to directories as well, but with a few differences. 

r - Allows the contents of the directory to be listed if the x attribute is also set. 

w - Allows files within the directory to be created, deleted, or renamed if the x attribute is also set. 

x - Allows a directory to be entered (i.e. cd dir). 

The following table lists the most commonly used octal permissions for directories: 

 

6.2 Becoming the Superuser for a limited time 

Unlike other operating systems such as windows, users in Linux typically operate with limited permissions. When 

it becomes necessary to employ greater levels of access, you can temporarily become the superuser to perform 

these tasks. There are generally two ways to do this – with su or sudo. Which command is available to use will 

depend on the version of Linux you’ve installed. Linux Mint, as we’ve seen, uses the sudo command. The 

differences between the two are: 

 su prompts you for the superuser’s password, whereas sudo prompts you for your own password. 

 When using su, the superuser session continues until you enter the exit command. When using sudo, 

the superuser session continues only for the current command. 

 

6.3 Changing File and Group Ownership 

To change the ownership of a file or directory, we use the chown command as follows: 

chown  new_owner  file_or_folder_name 

To change the owner of a file or directory, you must be the superuser. 

 

To change the group ownership of a file or directory, we use the chgrp command as follows: 

chgrp  new_owner  file_or_folder_name 

To change the group ownership of a file or directory, you must be the owner. 

  

Permissions Octal Description 
rwxrwxrwx 777 Everyone has full access to the directory without restrictions, and may list 

files, create new files, and delete files. Generally not a good idea! 
rwx------ 700 The directory owner has full access, but nobody else has any rights.  This is 

useful for private directories. 
rwxr-xr-x 755 The directory owner has full access. Everyone else may list the directory, 

but cannot create, change, or delete files. This is commonly used when 
sharing your directories with others. 
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6.4 Permissions Exercises 

We’re going to need another user to test permissions with, so let’s create one. 

 

Click the Menu button on the desktop, type users in the search box, and click on Users and Groups. 

 

 

Type your password to continue and click OK. 
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Click the add button. 

 

 

Create a standard user with a full name of Test User and a user name of testuser. Then click Add. 
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Back on this screen, click the new user on the left. We can see that we haven’t set a password yet for testuser, 

so click on the password to create one. 

 

Enter and confirm a strong password, and click Change. 
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Take note of the groups our new user belongs to by default. 

 

As you can see, our test user only belongs to a single group, named the same as their user name. Just for 

comparison purposes, let’s look at your own user’s groups. 

 

You belong to many more groups than testuser does. Do you think testuser would have access to VirtualBox file 

shares? What about access to use sudo? Why or why not? 
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Now we’re going to create some test files, and set permissions so we can experiment. Our test plan is as follows: 

a) Give public full access to our Documents directory 

 Create 3 files in our Documents directory. 

 Grant public full access to 1, read access to another, and no access to the third 

b) Give public read access to our Desktop directory 

 Create a test file in our Desktop directory 

 Change the owner of this test file to testuser 

c) Log on as testuser, and test our permissions to see what we can do 

Let’s get started! Open a terminal window and check the permissions for your home directories. 

 

We can see that, by default, public has read and execute permissions for all our home folders. 

We wanted to grant public full access to our Documents directory. Let’s do that using the symbolic mode of the 

chmod command. 

 

Why did we specify o+w on the chmod command? We used o for other, + to add, and w for write. 

You’ll notice that our Documents folder now shows that public has full access, which is why it is also showing up 

in a reverse green color. 
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We’re going to use the echo command, redirecting the output to a file, to easily create our test files. 

 

Change directories to Documents, use the echo command three times to create three test files, and then do an 

ls -l to see the results. 

We can see that all three have public, or other, access set to read only. That’s fine for file 2, but we want public 

to have full access to file 1, and no access to file 3. Let’s use the octal version of chmod this time. 

For file 1, we want: 
rw- rw- rw-  =  110 110 110 = 666 
 

And for file 3, we want: 
rw- rw- ---  =  110 110 000 = 660 
 

Let’s make the necessary changes using the two chmod commands, and then use ls –l to view the results. 

 

Now public has read and write permissions to test1.txt, read only to test2.txt, and no permissions to test3.txt, 

just the way we planned. 
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For our Desktop test, we wanted public to have read access to our Desktop directory, which as we already saw, 

it does. Now we just need to create a file on our Desktop, and change the owner to testuser. 

 

We changed directories to Desktop, created test4.txt, and used ls –l to check the current permissions. We can 

see that we currently own test4.txt, so we want to use the chown command to change ownership to testuser. 

But it didn’t work – why is that? Do you recall from earlier in this section, that even if you own a file or directory, 

changing the ownership requires superuser rights? Let’s try again, this time using sudo. Remember that you’ll 

have to enter your password when prompted. 

 

As you can see, this time it worked, and now testuser owns test4.txt. 
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Now it’s time to perform some tests as testuser. 

 

We won’t actually need to completely log off, since Linux allows us to switch users. Click the menu button, and 

then click the icon for Logout – again noting the text that appears in the bottom right corner of the menu. 

 

Click on Switch User. 
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Click on Test User. 

 

Enter the password you set up earlier for testuser. 
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Wait just a moment while Linux sets up the desktop for testuser, since this is the first time this user has logged 

on. 

 

Dismiss the welcome screen. 

 

Launch Terminal. 
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Use pwd to view the present working directory. We can see that we’re currently looking at /home/testuser, so 

let’s change directories to /home/steve, and use ls –l to see what we can see. As expected, we’re able to see all 

folders. Let’s take a closer look at the Documents folder. 

 

 

We are able to view all three test files in /home/steve/Documents, even though we’re not authorized to the 

third file. That’s because testuser has permissions to the directory in which the file exists, so we’re able to list 

the contents of the directory. But when we try to view the contents of test3.txt, we are stopped, because 

testuser doesn’t have any permissions to that file. 

  



Let’s Learn Linux – The Lab! 
 

Steven Wolk – SWolk@PCRichard.com  pg. 116 

 

Now let’s test our permissions to modify these files by attempting to rename each of them. 

 

We used the mv command to rename each of the three files. Are you surprised that we were able to rename all 

three, even test3.txt, which we didn’t have permissions to? That’s because we’re not actually modifying the 

contents of the file, which would be controlled by the file permissions. Renaming a file is controlled by the 

directory permissions. How about deleting a file? 

 

 

We used the rm command to remove all three files. We can see that we were prompted to confirm we wanted 

to remove the second two files because they were write protected, but when we answered with Y, we were able 

to delete the files. This is why it’s so very important to properly set directory permissions, not just file 

permissions. 
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Now let’s check the test file we created in our Desktop folder. If you recall, we granted testuser only read 

permissions to our Desktop folder, but testuser is the owner of test4.txt. Let’s confirm this. 

 

Using ls –ld, we can see that our Desktop folder is owned by steve, and public only has read and execute 

permissions, not write. Looking inside this folder, we can confirm that test4.txt is owned by testuser, who has 

read and write permissions to the file. Let’s see what we’re authorized to do. 

 

This time we are able to read the contents of test4.txt, but we’re not able to rename or delete the file. Again, 

that underscores how important is it to set the permissions of directories just as carefully as the permissions on 

files. 

Do you remember earlier when we compared the groups that testuser is a member of, compared with the 

groups that your user is a member of? testuser is not a member of vboxsf. What do you think would happen if 

you clicked on the link on the desktop to open shared folder sf_LinuxSource? Go ahead and give it a try. 
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Double click the icon on the desktop for shared folder sf_LinuxSouce. 

 

 

As you can see, testuser is not authorized. We already know this is because testuser doesn’t have permissions to 

this folder, as it’s not part of group vboxsf. 
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If you recall, another group that testuser was not part of was sudo. How do you think this might affect testuser’s 

ability make use of sudo? Let’s experiment. 

 

We tried to remove test4.txt, and weren’t authorized. Then we tried that same command under sudo, which 

would normally have worked. But in this case we didn’t have the necessary permissions. Interestingly, even 

though testuser is authorized to read test4.txt, we weren’t able to read the file when executing the command 

using sudo. This demonstrates that when executing a command as superuser, you are relying exclusively on the 

superuser’s permissions, and not a combination of superuser and your own. 

6.5 Clean up from testing 

When you’re done experimenting with permissions, let’s go ahead and clean up your Linux installation from our 

testing.  

 

Click on Menu, and then on Logout. 
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Click on Log Out. 

 

 

Click on your user, and enter your password to log on. 

 

To clean up, we need to: 

 Delete file test4.txt on our desktop 

 Delete user testuser 

 Revoke public’s write permission to our Documents folder 
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The contents of your Desktop folder is shown on your desktop. Either click on test4.txt and use the delete key, 

or right click on it and select Move to Trash from the pop-up context menu. 

 

Next, we’d like to delete user testuser.  

 

Click on menu, type users into the search box, and click on Users and Groups. 
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Enter your password and click OK. 

 

 

Click on testuser, and click Delete. 
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Click on Yes to confirm deleting user testuser. 

 

 

We can see that testuser is now gone. Close the Users and Groups window. 
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Finally, we need to revoke public’s write permission from our Documents folder. Open a Terminal window and 

see if you can figure out how to verify permissions, and then revoke public’s write permission from our 

Documents folder on your own, before reading ahead. 

 

 

If you recall, ls –ld shows permissions for a folder, rather than for its contents. We used the symbolic format for 

chmod, and specified that we wanted to remove write permission from “other”. We could have also used octal 

format, by specifying 755. This is a very common permission setting for directories. 

 

 


